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PKI
PKI/Domains

This table is used to get information of PKI domain

XML structure

<PKI1>
<Domains>
<Domain>
<Name></Name>
<Entity></Entity>

<CRLCheck></CRLCheck>

<Usage>
<IKE></IKE>

<SSLServer></SSLServer>
<SSLClient></SSLClient>

</Usage>
</Domain>
</Domains>
</PKI>

Table description

Item Description
Feature name PKI
Table name Domains
Table type Multi-instance table
Row name Domain
Restrictions None
Columns
Column Colun_m' Column Data type and restrictions Remarks
name description type
String. Can't
. . _w e\
Name PRI domain e, Length: 1 1o 31 characers. e
name e <>
Case insensitive. "y
Entity Reference a PKI /5 String. N/A

entity for the




Column

Column

Column

.. Data type and restrictions Remarks
name description type
PKI domain Length: 1 to 31 characters.
Case insensitive.
If check Boolean:
whether the e true—Enable
CRLCheck certificate has ~ N/A T N/A
been revoked o false—Disable.
by CRL Default value is false.
Certificate Members include:
Can include one or more
usage for Data o IKE "
Usage . certificate usage at the
requesting structure e SSLServer same fime
certificate e SSIClient '
'f' Boolean:
IKE Use certificate N/A o true—Enable. N/A
as the IKE
o false—Disable.
Use certificate Boolean:
SSLServer as the SSL N/A o true—Enable. N/A
server
certificates o false—Disable.
Use certificate Boolean:
SSLClient Sﬁei:fe SSt N/A o true—Enable. N/A

certificates

o false—Disable.

PKl/DomainPubkeys

This table is used to get the asymmetric keys of PKI domain.

XML structure

<PKI>

<DomainPubkeys>

<Pubkey>

<Domain></Domain>

<Type></Type>

<Purpose></Purpose>

<Name></Name>

<Length></Length>

</Pubkey>

</DomainPubkeys>

</PKI1>



Table description

ltem

Description

Feature name

PKI

Table name DomainPubkeys
Table type Multi-instance table
Row name Pubkey
Restrictions None
Columns
Column Colun.m. Column Data type and restrictions Remarks
name description type
. String. e oo
Domain PKI domain Index Length: 1 to 31 characters. nclude:
name s <>
Case insensitive. nn
/"
Enumeration: See table
Type of e 1—RSA. PKI/AuthorityAlgs for
Type algorithm Index e 2—DSA. supported encryption
e 3—ECDSA algothrim.
Enumeration: ECDSA key and DSA
e 1—General key can be used for
Purpose Key purpose Index ) signature purpose, while
* 2—Signature RSA key can be used for
o 3—Encryption all purpose.
String.
Name Key name N/A Length: 1 to 64 characters Only coniomulziﬂers,
number and “-“.
Case insensitive.
Lenath of See table
Length pubgl’ic key N/A Unsigned integer. PKI/AuthorityAlgs for

supported length.

PKI/Entities

This table is used to get the PKI entities.

XML structure

<PKI>
<Entities>
<Entity>

<EntityName></EntityName>



<CommonName></CommonName>
<Country></Country>
<State></State>
<Locality></Locality>
<Organization></0Organization>
<OrganizationUnit></OrganizationuUnit>
<FQDN></FQDN>
<IP>
<lpv4Address></I1pv4Address>
<I1fIndex></I1fIndex>
</1P>
</Entity>
</Entities>
</PKI1>

Table description

Item Description
Feature name PKI
Table name Entities
Table type Multi-instance table
Row name Entity
Restrictions None
Columns
Column Colun.'ln. Column Data type and restrictions Remarks
name description type
String.
EntityName  PKI entity name  Index Length: 1 to 31 characters. N/A
Case insensitive.
Text.
CommonNa  The common N/A Length: 1 to 63 characters. Comn.lcx can not be
me name contained.
Case sensitive.
The country Text. Country code is
Country code N/A Length: 2 to 2 characters. decribed in ISO 3166-1
Text. b
State The state name  N/A Lengfh: 1 to 63 characters. Comrfm can not be
contained.
Case sensitive.
) Text.
Locality The locality N/A Length: 1 to 63 characters. Comn.w can not be
name contained.
Case sensitive.
Organizatio  The N/A Text. Comma can not be




Column

Column

Column

.. Data type and restrictions Remarks
name description type
n organization Length: 1 to 63 characters. contained.
name -
Case sensitive.
o Text.
Orgf:mlzaho The unit name ~ N/A Length: 1 to 63 characters. Comn.w can not be
nUnit contained.
Case sensitive.
he FQDN String.
FQDN :o?nz D N/A Length: 1 to 255 characters N/A
Case sensitive.
o Members include: Eithor [ovaAdd
P The IP address ata o Ipv4Address. e pv ress o
structure Ifindex can be specified.
o [findex..
Ipv4Address  Ipv4 address N/A Ipv4Address N/A
The index of . . Get the primary Ipv4
Hindex interface N/A Unsigned integer. address of the interface.

PKIl/CertAccessPolicies

This table is used to get the certificate access control policies.

XML structure

<PKI>

<CertAccessPolicies>

<Policy>

<Name></Name>

</Policy>

</CertAccessPolicies>

</PKI1>

Table description

ltem

Description

Feature name

PKI

Table name CertAccessPolicies
Table type Multi-instance table
Row name Policy

Restrictions

None




Columns

Column Column

Column

name descripfion ype Data type and restrictions Remarks
The name of String.
Name certificate Index Length: 1 to 31 characters. N/A
access control i =
policy Case insensitive.
PKI/CertAccessRules
This table is used to get the rules of the certificate access control policy.
XML structure
<PKI1>
<CertAccessRules>
<Rule>
<Policy></Policy>
<RulelD></RulelD>
<Action></Action>
<AttributeGroup></AttributeGroup>
</Rule>
</CertAccessRules>
</PKI>
Table description
Item Description
Feature name PKI
Table name CertAccessRules
Table type Multi-instance table
Row name Rule
Restrictions None
Columns
Column Colun:ln. Column Data type and restrictions Remarks
name description type
The name of String.
Policy certificate Index Length: 1 to 31 characters. N/A
access control ) =
policy Case insensitive.




Column

Column

Column

.. Data type and restrictions Remarks
name description type
Index of the The smaller the
rule in the Unsigned infeger. RulelD is, the
RulelD Index . L
access control Value range:1 to 16 higher the priority
policy. is.
':OW to ?percie Enumeration:
. the certiticate .
Action that match the N/A e 1—Permit N/A
rule ® 2—Deny
. The name of String.
ﬁﬁnbu’teGro certificate N/A Length: 1 to 31 characters. N/A
P attribute group Case insensitive.
PKI/CertAttributeGroups
This table is used to get the certificate attribute groups.
XML structure
<PKI>
<CertAttributeGroups>
<Group>
<Name></Name>
</Group>
</CertAttributeGroups>
</PKI1>
Table description
ltem Description
Feature name PKI
Table name CertAttributeGroups
Table type Multi-instance table
Row name Group
Restrictions None
Columns
Column Colun_m' Column Data type and restrictions Remarks
name description type
tring.
Name The name of Index String N/A

certificate

Length: 1 to 31 characters.




Column Column Column

.. Data type and restrictions Remarks
name description type
attribute group Case insensitive.
PKIl/CertAttributes
This table is used to get the attributes of the certificate attribute groups.
XML structure
<PKI>
<CertAttributes>
<Attribute>
<Group></Group>
<AttributelD></AttributelD>
<Object></Object>
<ltem></ltem>
<Operator></Operator>
<Value></Value>
</Attribute>
</CertAttributes>
</PKI>
Table description
Item Description
Feature name PKI
Table name CertAttributes
Table type Multi-instance table
Row name Attribute
Restrictions None
Columns
Column Colun_m' Column Data type and restrictions Remarks
name description type
The name of String.
Group certificate Index Length: 1 to 31 characters. N/A
attribute group Case insensitive.
Index of the The smaller the
. . U H d H ' . . .
AdtributelD aﬂrl'b.ufe in the Index nsigned integer AttnbutelD Is, fhe
certificate Value range:1 to 16 higher the priority

attribute group

IS.




ﬁ:lmu::n S::::"i:]ﬁon ::y‘;l:mn Data type and restrictions Remarks
Enumeration:
The object e 1—altsubject-name
Object which to be N/A ) I N/A
matched e 2—issuername
o 3—subject-name
It's can be each
value when the
Enumeration: object is
bject-name or
I 1—DN subj
ltem Ttﬁ |h:m in the N/A ¢ issuer-name, but
ovlec * 2-FGDN only can be FQDN
o 3—IpAddress o IpAddress when
the object is
alt-subject-name.
Enumeration:
e T1—contain
Operator mzv;/':noperote N/A * 2—equdl N/A
e 3—not contain
e 4—not equal
Lhe val;Je that String.
Value meatli:slfwit; N/A Length: 1 to 255 characters. N/A
item. Case insensitive.

PKl/StoragePath

This table is used to get the PKI storage path.

XML structure

<PKI>
<StoragePath>

<StorageCertPath></StorageCertPath>
<StorageCRLPath></StorageCRLPath>

</StoragePath>
</PKI1>

Table description

Item Description

Feature name PKI

Table name StoragePath

Table type Single-instance table
Row name None




Restrictions

None

Columns
Column Colun_m' Column Data type and restrictions Remarks
name description type
StorageCert The'P.KI String. The .pcufh. o t,
Path certificate N/A c i begin with or
storage path ase sensitive. “
) The path can't
String. P
StorageCRLP  The PKI CRL N/A 9 begin with “/” or

ath storage path

Case sensitive.

u /u

PKl/DomainCACerts

This table is used to get the CA certificates of the PKI domain

XML structure

<PKI1>
<DomainCACerts>
<Cert>
<Domain></Domain>

<SerialNumber></SerialNumber>

<Issuer></Issuer>

<Subject></Subject>

<Validity>

<NotBefore></NotBefore>
<NotAfter></NotAfter>

</Validity>

<IsLowestCA></lsLowestCA>
<DetailInfoText></Detail InfoText>

</Cert>
</DomainCACerts>
</PKI1>

Table description

ltem

Description

Feature name

PKI

Table name DomainCACerts
Table type Multi-instance table
Row name Cert

10



Restrictions None
Columns
Column Colun_m' Column Data type and restrictions Remarks
name description type
. String. ot e
Domain The PKI domain Index Length: 1 to 31 characters. Tfluﬂd?:”; [ ”\
name S <,
Case insensitive. S
. The serial
Srer|o|Numb number of the Index String. N/A
e ceritificate
Issuer :an:s”e’ N/A String N/A
Subject Ig;i“b'ec' N/A String N/A
The validity b Members include:
Validity date of the st:]ukc]fure o NotBefore. N/A
certificate o NotAfter.
NotBefore (T)?Th:evg(;ﬂ(;;ge N/A DateTime N/A
NotAfter H‘:;ﬁ;;e o N/A DateTime N/A
Fihe CA Boolean:
the . .
certificate is the o true—The CA certificate is
IsLowestCA lowest in the N/A lowest. N/A
PKI domain o false—The CA certificate isn’t
lowest.
The text of the
. ca certificate
DetaillnfoTex or the N/A String N/A

t

certificate
chain.

PKl/DomainlocalCerts

This table is used to get the local certificates of the PKI domain

XML structure

<PKI>

<DomainLocalCerts>

<Cert>



<Domain></Domain>

<KeyUsage></KeyUsage>

<SerialNumber></SerialNumber>

<Issuer></Issuer>

<Subject></Subject>

<Validity>
<NotBefore></NotBefore>
<NotAfter></NotAfter>

</Validity>

<Detail InfoText></Detail InfoText>

</Cert>
</DomainLocalCerts>
</PKI1>

Table description

Item Description
Feature name PKI
Table name DomainLocalCerts
Table type Multi-instance table
Row name Cert
Restrictions None
Columns
Column Column Column ..
. Data type and restrictions Remarks
name description type
. 4 String. Ccln't
Domain The PKI domain Index Length: 1 to 31 characters. i,nf U,,d?‘,, A ,,\
name ) - P PR
Case insensitive. NNy

Enumeration:

The key usage e 1—General.

There is only one
special usage
certificate in one
domain, and
general usage

KeyUsage of the Index o ,
ysag cerfificate e 2—Signature. certificate can’t
e 3—Encryption. appear with
signature/encrypti
on certificate at the
same time.
. The serial
SrenolNumb number of the N/A String. N/A
© ceritificate
Issuer The issuer N/A String N/A
name

12



Column

Column

Column

.. Data type and restrictions Remarks
name description type
Subject The Subject N/A String N/A
name
The validity Members include:
. Data
Validity date of the o NotBefore. N/A
I structure
certificate o  NotAfter.
The begin time .
NotBefore of the validity N/A DateTime N/A
NotAfler e endfimeof /s DateTime N/A
the validity
The text of the
. local certificate
DetailinfoTex o N/A String N/A

t

certicicate
chain

PKI/CertificateRequests

This table is used to get the certificate requests for the domain

XML structure

<PKI1>

<CertificateRequests>

<Request>

<Domain></Domain>

<Password></Password>

<Value></Value>

</Request>

</CertificateRequests>

</PKI1>

Table description

ltem

Description

Feature name

PKI

Table name CertificateRequests
Table type Multi-instance table
Row name Request
Restrictions None

13



Columns

HitiE [201]: Password RCHR
51%1, H tree.xml HIfi 3% not
return to user, 3£ H7 i filter_mor

Column Colun"ln. Column Data type and restrictions Remarks
name description type
. String. ot s
Domain The PKI domain Index Length: 1 to 31 characters. Tsluflsz”-; [ >
name R A <",
Case insensitive. S s g
The challenge ;
word which is String.
‘Possword needed when N/A Length: 1 to 31 characters. N/A{ 7777777777
revoke the Case sensitive
certificate
Valve The certificate N/A Siring N/A

request value

PKI/ImportCertStatus

This table is used to get the status when import certificate to a domain

XML structure

<PKI>

<ImportCertStatus>

<Status>

<Domain></Domain>

<CertificateType></CertificateType>

<FilePath></FilePath>

<Password></Password>
<NewPubKeyName></NewPubKeyName>
<IsNewPubKeyExist></IsNewPubKeyExist>
<IsPubKeyConfiged></IsPubKeyConfiged>
<IsCorrectFormat></IsCorrectFormat>
<IsNoCA></IsNoCA>
<IsKeyPairExist></lIsKeyPairExist>
<IsKeyPairMatched></IsKeyPairMatched>
<CertFingerprint></CertFingerprint>
<DomainFingerprint></DomainFingerprint>
<IsFingerprintMatched></l1sFingerprintMatched>
<NeedReplaceCACert></NeedReplaceCACert>
<NeedReplaceLocalCert></NeedReplaceLocalCert>
<NeedReplaceKeyPair></NeedReplaceKeyPair>
<CertVerifyErrStr></CertVerifyErrStr>

</Status>

</ImportCertStatus>

</PKI1>

14



Table description

Item Description
Feature name PKI
Table name ImportCertStatus
Table type Multi-instance table
Row name Status
Restrictions None
Columns
Column Colun.'m. Column Data type and restrictions Remarks
name description type
. String. o s
Domain The PiIdomain o Length: 1 1o 31 choracters.  "elvde=T NG
name [ <,
Case insensitive. A
CortificateT ™ ‘ Enumeration:
ertiticateTy e.type o Index e 1—CA N/A
pe certificate
e 2—local
) The path ,o{ the . The file must be
FilePath file contain Index String ) . .
" existed in the device
certificate
The password is
required as follow:
Password o The file format is
which will be PKCS#12 and the
used fo encrypt S certificate type is
‘Possword the file when N/A c i local
the ce.rﬁficate S o The file format is
co.ntonns PEM, and there is
private key. local certificate
and private key in
thefild | _-
Only contain letters,
number and “-.
e e G String. If the name is empty
‘NewPubKey new public N/A Length: 1 to 64 characters. and ihfere is no key
Name ko e . name in the
Z gselinsensiive; domain, it will use
the domain name
as the key name| - W
Boolean:
|SN-eWPUbKe If ihe new . N/A N/A
yExist public key is o true—Yes.

15
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Column

Column

Column

.. Data type and restrictions Remarks
name description type
existed o false—No.
If there is Boolean:
Isfl?ubdKeyCo pubfl}c key' N/A . trve—Yes. N/A
nfige configure in the
domain o false—No.
c ihe file | Boolean:
IsCorrectFor I the file format N/A o true—Yes. Error information
mat is correct
e false—No.
If thers is no Boolean:
IsNoCA any-‘CA N/A o frue—VYes. Error information
certificate
when import e false—No.
If there isn’t key pair in
o ] Boolean: both file and device,
IsIéeyPalrEms !f the. kez; PAir /A . rue—Yes. the value is false,
te is existe otherwise it is true
o false—No.
Error information
. If the key pair Boolean:
:EEZPQ"MQ is matched with  N/A e true—Yes. Error information
the ceritificate o false—No.
The column is
) _ appended only
CertFingerpr The fingerprint String. when there is new root
) of the root N/A " .
int i Length: 1 to 127 characters. certificate be imported
certiticate to device
Confirm informtion
The column is
- The fingerprint . appended only
String.
D:)r::::nF|ng configed inthe  N/A L rlngh. 110127 ch when the PKI domain
P PKI domain ength: 1to characters. configured the root
fingerprint
IsFingerprint I the root Boolean:
Mcfcgheg fingerprint is N/A o true—VYes. Error information
matched o false—No.
NeedReplac it the ca Boolean:
eCACerr certificate need N/A e true—Yes. Confirm informtion
to be replaced o false—No.
NeedReplac If the local Boolean:
eLochCSri certificate need  N/A o frue—VYes. Confirm informtion
to be replaced o false—No.
If the key pair Boolean:
le\l;:dpzeifloc need to be N/A o frue—VYes. Confirm informtion
4 replaced e false—No.
CeriVerifyErr  The result of the  N/A String. The column is

16



Column Column Column

. Data type and restrictions Remarks
name description type
Str validate when Length: 1 to 255 characters. appended only when
import it is failed to verify the
certificate

PK1/AuthorityAlgs

This table is used to get the authority algorithm

XML structure

<PKI>
<AuthorityAlgs>
<Alg>
<AlglID></AlgID>
<AlgName></AlgName>
<MinLength></MinLength>
<MaxLength></MaxLength>
<DefaultLength></DefaultLength>
</Alg>
</AuthorityAlgs>
</PKI>

Table description

Item Description
Feature name PKI
Table name AuthorityAlgs
Table type Multi-instance table
Row name Alg
Restrictions None
Columns
Column name Colun.ln. Column qu. fype and Remarks
description type restrictions
i Unsigned integer.
AlgIlD Idenh?y of Index 9 9
algorithm Value range: 1 to 2°32-1.
String. The name of
AlgName '\:Omi;{ N/A 9 supported
algorithm Length: 1 to 255 characters algorithm

17



Column

Column  Data type and

Column name description type restrictions Remarks
Case insensitive.
Minimal length of
MinLength supported N/A Unsigned integer. N/A
algorithm
Maximal length of
MaxLength supported N/A Unsigned integer. N/A
algorithm
Default length of
Defaultlength supported N/A Unsigned integer. N/A
algorithm
PKl/PKICapabilities
This table is used to get the PKI capabilities
XML structure
<PKI1>
<PKICapabilities>
<PKICapability>
<EncAlglD></EncAlglD>
<Name></Name>
</PKICapability>
</PKlICapabilities>
</PKI>
Table description
ltem Description

Feature name

PKI

Table name PKICapabilities
Table type Multi-instance table
Row name PKICapability
Restrictions None

18



Columns

Column

Column

Data type and

Column name description type restrictions Remarks
Identity of Unsigned integer.

EncAlgID encryption Index R N/A
algorithm Value range: 1 to 2732-1.
Name of String. The name of

Name encryption N/A Length: 1 to 255 characters. :if;;:i:dn
algorithm Case insensitive. algorithm

19
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